How to Update your SSO
Configuration

Launching early November: New SSO management!

Alchemer is introducing an enhanced SSO experience. This update will simplify user
management and strengthen login security.

Your current SSO setup will continue to work alongside the new experience until you choose
to migrate.

There are three actions that are needed to successfully update an SSO integration.

1. Via Integrations > Data Connectors > Single Sign-on (Account), select the Login Domain in the
Alchemer integration to app.alchemer.com, app.alchemer-ca.com or app.alchemer.eu
depending on the data center of the account via the Login Domain Dropdown:

Single Sign-On

@ Allow Users to login to the Alchemer Application

O Allow Respondents to take Surveys

Login Domain
You can choose which of our domains is used for application login. If you change this after initial setup, you will need to reconfigure your IdP

to inherit the new value. View Documentation

app.alchemer.com

Status

2. Select Save and Get Metadata in the integration pane:

Upload SSL/Signing Certificate

Choose File | Mo file chosen

SSL Fingerprint:

Test Integration

Servire Prowvider Metadata

3. Supply the updated metadata to your Identity Provider (Okta, Ping, OnelLogin, AuthOQ, etc.).

Complete either a or b below depending on the specific use case:



a. If you are utilizing a Service Provider metadata URL, you will need to trigger a refresh of this
metadata by selecting Save and Get MetaData. The existing hostname in the metadata URL
should be updated as such, prior to this refresh:

i. Refresh the integration by resaving the integration.

b. If you are manually managing your provider metadata, from your identity provider:
i. If necessary, upload the new Sign-In Certificate from Alchemer to your Service Provider
(Ping, ADFS, etc.), that is present in the metadata after resaving. Copy the certificate
below using your clipboard:

MIIGmjCCBYKgAwIBAgIIDQBE2n2k7rcwDQYJKoZIhveNAQELBQAwgbQx
CzAJBgNVBAYTAIVTMRAwWDgYDVQQIEwdBcml6b25hMRMwWEQYDVQQ
HEwpTY290dHNKYWxIMRowGAYDVQQKExFHbORhZGR5LMNvbSwgSW
5jLJEtMCsGA1UECxMkaHROcDovL2NlcnRzLmdvZGFkZHkuY29tL3JlcG9za
XRvenkvMTMwMQYDVQQDEypHbyBEYWRkeSBTZWN1cmUgQ2VydGlm
aWNhdGUgQXV0aG9yaXR5ICOgRzIwHhcNMjMwODE4MTIIMDM2WhcN
MjQwOTE4AMTIIMDM2WjAbMRkwFwYDVQQDExBzc28uYWxjaGVtZXluY
29tMIIBIJANBgkghkiGOWOBAQEFAAOCAQB8AMIIBCgKCAQEA3OMQGa69
/15yQVmSVV4k/v2bh33GU8THGzAfrEyP/yyE/cFOum+WFENKnM+Xi6vIXjO
4PR//bVWrDpZ0OgDANINZp8K+GolcC4P5bpcmrcWMc/diF)+0kHMQjOuRW
Jvol8dLmeRWkIKIG2KzMbGJOVTOc/ZQZ3ZHoD/yszmrJTKgsylQHDdj7yZT4
ldz4QVhBgBG8wkInTIOy48FalLA+blQKErQBogb/EnMqCKsVgDASKBTnLrPk
Ea9+GSu2wHXVaFFgtOsRVCF/BcRaUoKs)bldCCedCiv/geO1li6ugmAbxglLpPI
OK/bEw5j7s1NMi9qeP2GOH/RwrDkY8RwW5EXzGOQIDAQAB04IDRjCCAOIw
DAYDVROTAQH/BAIWADAJBgNVHSUEFAUBggrBgeEFBQcDAQYIKwYBBQ
UHAwIwDgYDVROPAQH/BAQDAgWgMDgGA1UdHWQxMC8wLaAroCmG)
2h0dHAGBLY9jcmwuZ29kYWRkeS5jb20vZ2RpZz)zMS04NDYxLmNybDBdBg
NVHSAEVBUMEgGC2CGSAGG/WO0BBxcBMDkwNwYIKwYBBQUHAgEWK
2h0dHABGLY9jZXJ0aWZpY2F0ZXMuZ29kYWRkeS5jb20vemVwb3NpdG9yeS
8WCAYGZ4EMAQIBMHYGCCsGAQUFBwWEBBGowaDAkBggrBgEFBQcwAYY
YaHROcDovL29jc3AuZ29kYWRkeS5jb20vMEAGCCsGAQUFBzAChjRodHRw
0i8vY2VydGlmaWNhdGVzLmdvZGFkZHkuY?29tL3JlcG9zaXRvcnkvZ2RpZzIuY
3JOMB8GA1UdIwQYMBaAFEDCvSeOzDSDMKIz1/tss/COLIDOMDEGA1UdEQ
QgMCiCEHNzby5hbGNoZW 1lci5jb22 CFHd3dy5zc28uYWxjaGVtZXIuY29tMB
0GA1UdDgQWBBSyG1lbaK+YAO07ugRZWh8IFyBcqgGVTCCAXOGCisGAQQB1
nkCBAIEggFtBIIBaQFNAHUA7s3QZNXbGs7FXLedtMOTojKHRny87N7DUUhZ
RnEftZsAAAGKCLKZ8AAABAMARJBEAIBINy+/Zdt110YT1hT6BREkjAgrX2dK
V5dHZ+412WbOAQIgD+M6ZJT8J060aktloobD8xeekVzCqgO9T3mxBFzNf5g8
AdwBIsONr2gZHNA/lagL6nTDrHFIBy1bdLIHZu7+rOdiEcwAAAYolspssAAAE
AwBIMEYCIQDWSqIOjtv1A9nnULALaVBxQahD8IpX6LZMm8nHHV7GH4glhAJ
GuM77ThWOvFjCVVvRRibswdPFi/Ja3NluwOF1Wv3ggyAHUA2ra/az+ 1tiKfm8K
7XGvoc)FxbLtRhIUOvaQ9MEjX+6sAAAGKCLKbnQAABAMARJBEAIA/IAZNKbLS
OlGkVc2JibKbCJSUINECN8guOWDPw1gxfBQIlgV50a0q6GfdMRz9mgHSDgTS



W5yadLUzQ7BnidCx0JEPAwWDQYJKoZIhveNAQELBQADggEBAE2YRBIJzIb+Ftjo
s/Z\VaBM/vOuLgRpylWTOEWHMIQdMWBa32Fg3EUkimnUXQOC]DxH/D/uFFM
d4WYslVabGTYNxApAenRfsmSTpUG68vESjgYy6j0lkC7GTkqYzbHQUUX1v+Qp
3nOpfscrPxhnROhHDgColclzZIgXPnmYtgEcZNdF1zAbmoi/ggoPQoWQBHTEVafG
8TVVaPDKy7LydyY5qg5Fn5RsAyfwelgtrhVYQhxgHLTCSRSHIMCkYSleohwDog7
QdJ1s8MxFa7mx/YNyl+bcMKIpkQIMOtZkGhHEcDgHdmM 1M0Qp7pxzVa9ywzMo
39zsBZStHcSLWyleHGilyBDM=

e Re-test your integration after completing the above steps using the new Login

Link found at the bottom of the integration in Alchemer after the integration is resaved:

User Settings

[0 Restrict Login to S50 Only.

Maote: When Checked, Only Admins will be able to log in through the main Alchemer login page.

@ Users must be set up in Alchemer.

O Automatically create new users if they don't exist in Alchemer.

Login Link

https:ffapp.alchemer.com/login/initiatelogin/idp/

Cancel Save

Updating Login Domain and Metadata

After switching to the new login domain, the old Login link generated in the Integration will
not function. Once this process has been completed and the integration is resaved, utilize the
new login link found at the bottom of the specific integration being switched over to
app.alchemer.

1. To update the login domain for an SSO integration, start by selecting from the | eft-hand
navigation menu in Alchemer Integrations > Data Connectors. Next, click Edit on the right side

of the specific SSO integration being converted to the app.alchemer.com domains:



Alchemer Integrations > Data Connectors v @

Projects
Current Integrations
Audience
Integration Name Status Verified
Design Library & SF Gmai Enabied 2Edt % Delete
Research Library stripe Stripe Enabled SEdit X Delete
Integrations B Google Enabled [ rva | # Edit X Delete
Dat ors 5 SMTP Server (smtp.office365) Testing X Delete
e Single Sign-On {Account) PingOneDocumentation Enabled ° X Delete
ingle Sign- cour neLogin it & Cop elete
Webstte Intercept Single Sign-On {Account) Onelog Enabled ° #Edt BiCopy  x Delet
ingle Sign- cour &
Wabhooks Single Sign-On {Account) Autho Enabled ° #Edt (MCopy xDelete
, Enabled ° #Edit )Copy X Delete
P Single Sign-On {Account) % Copy
Single Sign-On {Account) Okta Enabled © #Edt hCopy X Delete

Support Center
Alchemer University .
Add Integrations to your Account

Security
Collaborator level integration

Social Media Publishing
Publish your surveys on social media to get responses from your netwaork.

2. In the right hand popup menu that displays once edit is selected, Scroll down to the Login
Domain Dropdown, and choose app.alchemer.com, app.alchemer-ca.com, or app.alchemer.eu
depending on the data center of the account:

Integrations > Data Connectors Single Sign-On
Projects
Current Integrations
Audience
Integration N
Alchemer uses the widely used SAML 2.0 protocol for single sign-on for Survey builders and Survey takers.
Design Library & s Check this list to see if your provider is compatible.
Research Library stripe s
* Integration Name:
Integrations B G PingOneDocumentation
= SMTP Server (smtp.office365) M+ Authentication Type
P Single Sign-On {Account] P ® Alowksers to login to the Alchemer Application
O Allow Respondents to take Surveys.
\Website Intercapt ) Single Sign-On (Account) Q
Login Domain
Webhooks Single Sign-On (Account) 1 You can choose which of our domains is used for application login. If you change this after initial setup, you will need to reconfigure your IdP to inherit the new
value. View Documentation
Single Sign-On (Account) Q
Account 4 app.surveygizmo.com ol
Single Sign-On {Account) Q
Support Center Status
Eneble S5O
Alchemer University ; ik
Add Integrations to your Account O Disable SSO
Security
Collaborator leve! integration Account Alias
Account aliases must be between 3 and 63 characters inlength, Letters, numbers, and dashes are compatible with aliases. View Documentation
Social Media Publishing
Publish your surveys on social media to get resp| Mikey-1983
Stripe CAMI Cottinac

s
SEHIP@  Craroe our respondents foritems they sl

3. Scroll down further in the right hand popup window to Upload SSL/Signing Certificate section,
and select Save and Get Metadata:


https://app.alchemer.com

Single Sign-On

Signed Metadata

No A

O Pull SAML settings from ldentity Provider Metadata

@ Enter SAML settings manually

* Entity ID

* Login URL

https:flsso.connect.pingidentity.com/fsso/s

Upload SSL/Signing Certificate
) No file chosen

SS5L Fingerprint: 70fb18¢de31401a8b015fbaa368f6db96c929737

Test Integration

User Settings

(] Restrict Login to SSO Only.

Note: When Checked, Only Admins will be able to log in through the main Alchemer login page.

@ Users must be set up in Alchemer.

(O Automatically create new users if they don't exist in Alchemer.

EE

4. Select Save in the bottom right corner of the popup menu.

If an account is utilizing survey SSO, be aware that survey links will change when an update
to the login domain value is completed. Once these changes have been made, please
validate the survey links that are using SSO.
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